NET Guard Glossary

Acquisition Procedures: Used to obtain resources to support operational
requirements.

Area Command: An organization established to oversee the management of multiple
incidents that are each being handled by a separate Incident Command System
organization or to oversee the management of a very large or evolving incident that has
multiple incident management teams engaged. An agency administrator/executive or
other public official with jurisdictional responsibility for the incident usually makes the
decision to establish an Area Command. An Area Command is activated only if
necessary, depending on the complexity of the incident and incident management span-
of-control considerations.

ARES - The Amateur Radio Emergency Service ®: ARES, a program of the
American Radio Relay League, consists of licensed amateurs who have voluntarily
registered their qualifications and equipment for communications duty in the public
service when disaster strikes. Coordination of ARES is through ARRL at the national,
section, district and local levels. See information provided by ARRL at
http://www.arrl.org/chapter-4-ares-and-races and http://www.arrl.org/ares-races-faq

ARRL - The National Association for Amateur Radio™: Founded in 1914, the
American Radio Relay League is the national association for amateur radio in the USA.
With more than 158,000 members, ARRL is the largest organization of radio amateurs
in the United States. The ARRL coordinates an extensive field organization, which
includes volunteers who provide technical information for radio amateurs and public-
service activities. ARES, the Amateur Radio Emergency Service ® is affiliated with
ARRL. http://www.arrl.org/home

Available Resources: Resources assigned to an incident, checked in, and available for
a mission assignment, normally located in a Staging Area.

Badging: Based on credentialing and resource ordering, provides incident-specific
credentials and can be used to limit access to various incident sites.

Base: The location at which primary Logistics functions for an incident are coordinated
and administered. There is only one Base per incident. (Incident name or other
designator will be added to the term Base.) The Incident Command Post may be co-
located with the Base.

Branch: The organizational level having functional or geographical responsibility for
major aspects of incident operations. A Branch is organizationally situated between the
Section Chief and the Division or Group in the Operations Section, and between the
Section and Units in the Logistics Section. Branches are identified by the use of Roman
numerals or by functional area.

Cache: A predetermined complement of tools, equipment, and/or supplies stored in a
designated location, available for incident use.
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Chain of Command: A series of command, control, executive, or management
positions in hierarchical order of authority.

Check-In: Process in which all responders, regardless of agency affiliation, must report
in to receive an assignment in accordance with the procedures established by the
Incident Commander.

Chief: The Incident Command System title for individuals responsible for management
of functional Sections: Operations, Planning, Logistics, Finance/Administration, and
Intelligence/lnvestigations (if established as a separate Section).

Citizen Corps: Administered and supported nationally by FEMA, Citizen Corps was
established as a nationwide framework to support a grass roots strategy for community
preparedness and resilience. The mission of Citizen Corps is to harness the power of
every individual through education, training and volunteer service to make communities
safer, stronger, and better prepared to respond to the threats of terrorism, crime, public
health issues, and disasters of all kinds.

Citizen Corps Councils: Citizen Corps Councils provide “the table” to bring
government and community leaders together for collaboration to prepare the public for
local risks with targeted outreach; engage voluntary organizations to help augment
resources for public safety, preparedness and response capabilities; integrate whole
community representatives with emergency managers to ensure disaster preparedness
and response planning represents the whole community and integrates nontraditional
resources.

Citizen Corps partner programs: The five federally sponsored Citizen Corps partner
programs include the Community Emergency Response Team Program, Medical
Reserve Corps (MRC), Neighborhood Watch, Volunteers in Police Service, and Fire
Corps. Citizen Corps' partner programs help build community preparedness and
response capacity through resources for public education, outreach, and training and
volunteer service to support first responders, disaster relief activities, and community
safety efforts.

Command: The act of directing, ordering, or controlling by virtue of explicit statutory,
regulatory, or delegated authority.

Command Staff: Consists of Public Information Officer, Safety Officer, Liaison Officer,
and other positions as required, who report directly to the Incident Commander. They
may have an assistant or assistants, as needed.

Communications: Process of transmission of information through verbal, written, or
symbolic means.

Communications/Dispatch Center: Agency or interagency dispatcher centers, 911
call centers, emergency control or command dispatch centers, or any naming
convention given to the facility and staff that handles emergency calls from the public
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and communication with emergency management/response personnel. Center can
serve as a primary coordination and support element of the multiagency coordination
system (MACS) for an incident until other elements of MACS are formally established.

Community Emergency Response Team (CERT): The Community Emergency
Response Team (CERT) Program educates people about disaster preparedness for
hazards that may impact their area and trains them in basic disaster response skills,
such as fire safety, light search and rescue, team organization, and disaster medical
operations. Using the training learned in the classroom and during exercises, CERT
members can assist others in their neighborhood or workplace following an event when
professional responders are not immediately available to help. CERT members also are
encouraged to support emergency response agencies by taking a more active role in
emergency preparedness projects in their community.

Continuity of Operations (COOP) Plans: Planning should be instituted (including all
levels of government) across the private sector and nongovernmental organizations, as
appropriate, to ensure the continued performance of core capabilities and/or critical
government operations during any potential incident.

Cooperating Agency: An agency supplying assistance other than direct operational or
support functions or resources to the incident management effort.

Coordinate: To advance systematically an analysis and exchange of information
among principals who have or may have a need to know certain information to carry out
specific incident management responsibilities.

Credentialing: Providing documentation that can authenticate and verify the
certification and identity of designated incident managers and emergency responders.

Crowd Sourcing: Crowd sourcing is a way to collect, compile, and sort information
generated from real-time public input. Crowd sourcing may be done via inputs from

smartphones or other mobile devices using images, videos, or posts to social media
and other websites.

Crisis Mapping: Crisis mapping is the practice of collecting and compiling
geographically-identified (geotagged) data for visualization through mapping to analyze
and provide information related to a crisis or disaster.

Emergency Operations Center (EOC): The physical location at which the coordination
of information and resources to support incident management (on-scene operations)
activities normally takes place. An EOC may be a temporary facility or may be located in
a more central or permanently established facility, perhaps at a higher level of
organization within a jurisdiction. EOCs may be organized by major functional
disciplines (e.g., fire, law enforcement, and medical services), by jurisdiction (e.g.,
Federal, State, regional, tribal, city, county), or some combination thereof.
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General Staff: A group of incident management personnel organized according to
function and reporting to the Incident Commander. The General Staff normally consists
of the Operations Section Chief, Planning Section Chief, Logistics Section Chief, and
Finance/Administration Section Chief. An Intelligence/Investigations Chief may be
established, if required, to meet incident management needs.

Incident: An occurrence or event, natural or manmade, that requires a response to
protect life or property. Incidents can, for example, include major disasters,
emergencies, terrorist attacks, terrorist threats, civil unrest, wildland and urban fires,
floods, hazardous materials spills, nuclear accidents, aircraft accidents, earthquakes,
hurricanes, tornadoes, tropical storms, tsunamis, war-related disasters, public health
and medical emergencies, and other occurrences requiring an emergency response.

Incident Action Plan (IAP): An oral or written plan containing general objectives
reflecting the overall strategy for managing an incident. It may include the identification
of operational resources and assignments. It may also include attachments that provide
direction and important information for management of the incident during one or more
operational periods.

Incident Command: Responsible for overall management of the incident and consists
of the Incident Commander, either single or unified command, and any assigned
supporting staff.

Incident Commander (IC): The individual responsible for all incident activities,
including the development of strategies and tactics and the ordering and the release of
resources. The IC has overall authority and responsibility for conducting incident
operations and is responsible for the management of all incident operations at the
incident site.

Incident Command System (ICS): A standardized on-scene emergency management
construct specifically designed to provide for the adoption of an integrated
organizational structure that reflects the complexity and demands of single or multiple
incidents, without being hindered by jurisdictional boundaries. ICS is the combination of
facilities, equipment, personnel, procedures, and communications operating within a
common organizational structure, designed to aid in the management of resources
during incidents. It is used for all kinds of emergencies and is applicable to small as well
as large and complex incidents. ICS is used by various jurisdictions and functional
agencies, both public and private, to organize field-level incident management
operations.

Interoperability: The ability of emergency management/response personnel to interact
and work well together. In the context of technology, interoperability is also defined as
the emergency communications system that should be the same or linked to the same
system that the jurisdiction uses for nonemergency procedures, and should effectively
interface with national standards as they are developed. The system should allow the
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sharing of data with other jurisdictions and levels of government during planning and
deployment.

Job Aid: Checklist or other visual aid intended to ensure that specific steps of
completing a task or assignment are accomplished.

Joint Information Center (JIC): A facility established to coordinate all incident-related
public information activities. It is the central point of contact for all news media. Public
information officials from all participating agencies should co-locate at the JIC.

Joint Information System (JIS): Integrates incident information and public affairs into
a cohesive organization designed to provide consistent, coordinated, accurate,
accessible, timely, and complete information during crisis or incident operations. The
mission of the JIS is to provide a structure and system for developing and delivering
coordinated interagency messages; developing, recommending, and executing public
information plans and strategies on behalf of the Incident Commander (IC); advising the
IC concerning public affairs issues that could affect a response effort; and controlling
rumors and inaccurate information that could undermine public confidence in the
emergency response effort.

Logistics: Providing resources and other services to support incident management.

Mitigation: Provides a critical foundation in the effort to reduce the loss of life and
property from natural and/or manmade disasters by avoiding or lessening the impact of
a disaster and providing value to the public by creating safer communities. Mitigation
seeks to fix the cycle of disaster damage, reconstruction, and repeated damage. These
activities or actions, in most cases, will have a long-term sustained effect.

Mutual Aid: Mutual aid agreements and assistance agreements are agreements
between agencies, organizations, and jurisdictions that provide a mechanism to quickly
obtain emergency assistance in the form of personnel, equipment, materials, and other
associated services. The primary objective is to facilitate rapid, short-term deployment
of emergency support prior to, during, and after an incident.

National Incident Management System (NIMS): Provides a systematic, proactive
approach guiding government agencies at all levels, the private sector, and
nongovernmental organizations to work seamlessly to prepare for, prevent, respond to,
recover from, and mitigate the effects of incidents, regardless of cause, size, location, or
complexity, in order to reduce the loss of life or property and harm to the environment.

National Infrastructure Protection Plan (NIPP): Provides a coordinated approach to
critical infrastructure and key resources protection roles and responsibilities for Federal,
State, tribal, local, and private-sector security partners. The NIPP sets national
priorities, goals, and requirements for effective distribution of funding and resources that
will help ensure that our government, economy, and public services continue in the
event of a terrorist attack or other disaster.
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National Response Framework (NRF): Guides how the Nation conducts all-hazards
response. The Framework documents the key response principles, roles, and structures
that organize national response. It describes how communities, States, the Federal
Government, and private-sector and nongovernmental partners apply these principles
for a coordinated, effective national response. And it describes special circumstances
where the Federal Government exercises a larger role, including incidents where
Federal interests are involved and catastrophic incidents where a State would require
significant support. It allows first responders, decisionmakers, and supporting entities to
provide a unified national response.

NET Guard: The National Emergency Technology (NET) Guard Program develops and
coordinates pre-trained and credentialed volunteers for assistance with community
emergency information technology and communication. All NET Guard Programs are
locally based and used to meet emergency-related information technology, and
communications (ITC) needs. NET Guard Programs are based in local government or
private, non-profit organizations. Each community tailors its NET Guard Program to
local needs, hazards, and vulnerabilities. The information in the Program Guide and
Toolkit serves as a framework for developing a successful NET Guard Program, but
each jurisdiction is encouraged to adapt the program.

Private Sector: Organizations and entities that are not part of any governmental
structure. The private sector includes for-profit and not-for-profit organizations, formal
and informal structures, commerce, and industry.

Public Information Officer (PIO): A member of the Command Staff responsible for
interfacing with the public and media and/or with other agencies with incident-related
information requirements.

RACES - The Radio Amateur Civil Emergency Service: RACES is administered by
local, county and state emergency management agencies, and supported by the
Federal Emergency Management Agency (FEMA) of the United States government. As
defined by FCC rules in part 97, amateur radio service, RACES is a radio
communication service, conducted by volunteer licensed amateurs, that is authorized by
emergency management officials to provide radio communications for civil-
preparedness purposes only, during periods of local, regional or national civil
emergencies. See information provided by ARRL: http://www.arrl.org/chapter-4-ares-
and-races and http://www.arrl.org/ares-races-faq.

Resource Management: Efficient emergency management and incident response
requires a system for identifying available resources at all jurisdictional levels to enable
timely and unimpeded access to resources needed to prepare for, respond to, or
recover from an incident.

Resource Tracking: A standardized, integrated process conducted prior to, during, and

after an incident by all emergency management/response personnel and their
associated organizations.
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Type: An Incident Command System resource classification that refers to capability.
Type 1 is generally considered to be more capable than Types 2, 3, or 4, respectively,
because of size, power, capacity, or (in the case of incident management teams)
experience and qualifications.

Typing Resources: Resources are organized by category, kind, and type, including
size, capacity, capability, skill, and other characteristics. This makes the resource
ordering and dispatch process within and across organizations and agencies, and
between governmental and nongovernmental entities, more efficient, and ensures that
the resources received are appropriate to their needs.

Virtual Volunteering: Volunteers who provide services off-site via the Internet. It's also
known as online volunteering, cyber service and various other names. Virtual
volunteering allows agencies to expand the benefits of their volunteer programs and
services, by allowing for more volunteers to participate, and by utilizing skilled
volunteers in new areas. Virtual volunteers are particularly valuable in supporting
services that are dependent on technology skills. In recent years, virtual volunteers
have had an increasing role in emergency management. Examples of services by virtual
volunteers include crisis mapping, crowd sourcing, situational awareness through social
media, customizing software or tools, and data management and analysis. Examples of
organizations with virtual volunteers that provide these services include: Crisis
Commons, Humanity Road, Crisismappers, Sahana, and Ushahidi.
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