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Conducting a NET Guard Needs Assessment 

Purpose:  Conducting a Community Needs Assessment will provide the NET 
Guard Collaborative Planning Team with valuable information which can 
be used in the design of the local NET Guard program. It will: 

• Catalog existing needs, capabilities and gaps; 
• Justify resources; 
• Promote collaboration among local agencies, organizations and 

businesses; and, 
• Support decision making.  
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Steps in Conducting a NET Guard Needs Assessment 

 

1. Identify stakeholders who will be part of the assessment 
2. Appoint a task force or committee to plan and oversee the project 
3. Develop a questionnaire/survey 
4. Implement the Assessment Plan 
5. Prepare a report with recommendations 
6. Leverage the report to gain program support 
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Step 1: Appoint a Task Force/Committee to Oversee the Project 

• Identify members  from the Collaborative Planning Team to lead the 
Needs Assessment effort 

• Include individuals that represent a variety of organizations within the 
community with access to: 
– The IT and communications profession 
– Emergency management officials 
– VOADs (voluntary organizations active in disasters) such as the 

American Red Cross, American Radio Relay League (ARRL), Save the 
Children, faith based organizations etc. http://www.nvoad.org/  

– Associations (Chamber of Commerce, InfraGard) 
– Educational organizations  (community colleges, universities) 
– Businesses 
– Hospitals and resident care facilities 

• Have the Task Force/Committee prepare a plan that includes the scope, 
objectives, tasks, timeline, and final report 
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http://www.nvoad.org/


Step 2: Identify stakeholders who will be part of the 
assessment 

Government Stakeholder Examples 
 

• Emergency Manager 
• Leads for each ESF, particularly #6, Mass Care 
• Leads for mission areas, particularly areas serving the public, e.g. shelters, 

evacuation, public communication/alerts and warnings, recovery areas 
• Leads for ITC response and recovery 
• NIMS/EOC leads from past disasters 
• Human Services Department leads for populations that may need targeted 

communications 
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Step 2: Stakeholder Identification (cont.) 

Non-Profit and Service Organization Examples 
 

• Local and regional umbrella and coordinating organizations and State, 
Regional, Community Voluntary Organizations Active in Disasters 
(American Red Cross, Salvation Army, Food Banks) 

• Organizations coordinating donations and support for other service 
organizations (United Way, Community Foundations) 

• Organizations that provide essential services but are not traditional 
response organizations, e.g. Meals on Wheels, organizations managing 
homeless or transitional shelters, organizations providing volunteer 
services to seniors, persons with access and functional needs, mental 
health providers 
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Step 2: Stakeholder Identification (cont.) 

Citizen, Community and Faith Based Groups 
 

• Neighborhood Associations/Homeowner Associations 
• Interfaith Councils and individual faith organizations 
• Neighborhood based volunteer teams affiliated with local government like 

CERT, Neighborhood Watch, Map Your Neighborhood etc. 
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Step 2: Identify stakeholders (cont.) 

Businesses and Associations 
 
• Major area employers 
• Chamber of Commerce 
• Small business owners 
• Banks and financial services 
• Critical Infrastructure (utilities) 
• Professional Contingency Planners Organizations 
• Emergency Managers Associations 
• InfraGard Association 
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Step 3:  Develop a questionnaire/survey 

• Options for Conducting the Survey: 
– Research Existing Data (e.g. Disaster After-Action Reports, etc.) 
– Conduct a group Interview (umbrella organizations, key leaders, etc.) 
– Interview key individuals (in-person, phone or virtual) 
– Use a survey tool (e.g. Survey Monkey)  

• Survey Instrument: 
– Questionnaire (refine sample questions to apply to different sectors or 

types of organization services ) 
–  Create an interview facilitator’s guide (Introduction of NET Guard, 

recommendations on data collection, etc.) 
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Sample Questions for Local Government 

• Do any of the mission areas include response/recovery communications 
services for the public? 

• What communication tools exist for populations with access and 
functional needs? 

• What technology support exists for special events? 
• Does the OEM/OES have the capability to rapidly set up a temporary 

wireless network? 
• Does the OEM/OES incorporate technology into training and exercise? 
• Does the EOC or mobile incident command post have the ability to set up 

remote or mobile communication? 
• Does the EOC have the ability to geocode or geotag information? 
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Sample Questions for Non-Profit Response and Service 
Organizations 

• Do voluntary response organizations have ITC needs to support their 
operations? 

• Are there ITC services provided by response organizations for clients 
and/or the public that would assist with recovery, e.g. information kiosks 
for shelters, support for family re-unification? 

• Do voluntary response organizations have the ability to access the Internet 
in the event of an emergency? 
– Organizational websites? 
– Social networking websites? 
– Do they receive updates from local, state, and federal sources online? 

• Is there a technology surge capacity for such capabilities as voice mail 
drop boxes, 211, information kiosks, etc. ? 

• What are potential ITC needs for independent and assisted living and 
similar care facilities? 
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Sample Questions for Citizen, Community and Faith Based 
Groups 

• Are there ITC needs for neighborhoods/individuals that would assist with 
recovery e.g. community mail boxes, community Internet cafes to provide 
support/recovery  for personal business activities such as banking, 
insurance claims, etc.? 

• Are there ITC services provided that would maintain/restore social 
network communications , support neighbors/organizations , or otherwise 
assist with recovery? 

• What communication needs are provided by faith based 
organizations/facilities or members related to response and recovery? 

• Is there a need for support to individuals who don’t have access to ITC or 
who need assistance accessing ITC? 

 

 
12 NET Guard Needs Assessment Process 



Sample Questions for Businesses and Associations 

• What capabilities exist in your community to help restore small businesses 
in the event of an emergency? 

• Is there a need for assisting small business with preparedness focused on 
ITC continuity and needs? 

• Do local utilities have the ability to restore their computer networks and 
interface with the local government/EOC? 

• What ITC skills and equipment has been or could be made available to 
assist the community in disaster recovery? 

• What partnerships might be formed to support recovery of ITC within the 
community? 
 

 

13 NET Guard Needs Assessment Process 



Examples of Potential Services Needs 

• Shelter needs for clients-information kiosks, power and internet access, 
social networking 

• Cell phone access (hardware and service) 
• Surge capacity for government operated call centers and websites 
• Family reunification 
• Community voice mail boxes 
• Pre-disaster public information and training 
• Laptop helpdesk support 
• Pet sheltering information and support 
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Step 4:  Implement the Assessment Plan 
 
 
• Determine which forum(s) will be used to capture the information. 

Options include: 
– Public Meetings 
– Focus Groups 
– Questionnaires 
– Telephone Surveys 
– Mailing 
– Interviews 
– On-line feedback form 

• Test and refine your survey 
• Implement the plan with a timeline 
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Step 5:  Prepare a report with recommendations 
 

A report of the Needs Assessment is necessary to document the 
assessment, answer any questions regarding the process and findings and 
provide a basis for recommendations.  Here is an example of a final report: 
 
• Executive Summary  
• Description of the Assessment (the purpose and steps) 
• Participant Profile (what sectors were included) 
• Brief Report (list the top 5-10 concerns and strengths identified) 
• Open ended response highlights (include sample responses collected) 
• Summary of issues, discussion and suggestion for action 
• Recommendations 
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Step 6: Leverage the report to gain program support 
 

Once the report is completed: 
• Conduct planning session with NET Guard Collaborative Planning Team to 

discuss the Needs Assessment process and results 
• Disseminate the report to all who might benefit or could help address the 

issues presented 
• Build on the knowledge of the Task Force/Committee to support further 

development of the NET Guard program within the community 
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