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Appendix 4: Organizing and 
Partnering for CI/KR Protection: 
Existing Coordination Mechanisms

The coordination mechanisms established under the NIPP serve as the primary means for coordinating CI/KR protection 
activities nationally. However, many other avenues exist for security partners to engage with each other and government at all 
levels to ensure that their efforts are fully coordinated in accordance with the principles outlined in the NIPP. The following 
table summarizes many of these available mechanisms.
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Coordination Mechanism Description

Local to Local Inter-Local Agreements Cities and towns exchange information and cooperate on any number of projects. 
Inter-local agreements are a mechanism to do cooperatively anything that can be 
done as an individual municipality.

Mutual-Aid Agreements Established means through which one local government can offer assistance and 
another receive assistance in a time of disaster. These agreements cover logistics, 
deployment, liability, reimbursement, and many other issues. The intent is to provide 
assistance in the most efficient manner possible by coordinating the relevant terms 
and conditions in advance.

County Commissioner 
Interaction

County commissioners provide leadership, services, and programs to meet the health, 
safety, and welfare needs of their citizens in an integrated, collaborative network.

Local to State Committees, 
Commissions, and 
Boards

Local-to-State legislative- and regulatory-level interactions occur through State com-
mittees, commissions, and boards dealing with counter-terrorism, environmental, 
transportation, community development, retirement, insurance, and many other 
issues. Interactions also include coordination between the office of the Governor, 
homeland security advisor, Emergency Management Agency, and National Guard.

Local to Federal Associations National associations of local governments serve as a bridge between local elected 
officials and the Federal Government to ensure that the public safety and homeland 
security needs of localities are met. These organizations, such as the National League 
of Cities, the National Association of Counties, and the U.S. Conference of Mayors, 
work to ensure that Federal resources are appropriately targeted for disaster planning, 
mitigation, and recovery.

State to State Intrastate Councils of 
Government

Councils of State Governments are regional councils that, by law, are political 
subdivisions of the State with the authority to plan and initiate needed cooperative 
projects; however, they do not have the power to regulate or tax because these 
authorities are exclusively assigned to cities and counties. A council’s duties may 
include comprehensive planning for regional employment and training needs, crimi-
nal justice, economic development, homeland security, emergency preparedness, 
bioterrorism, 911 service, solid waste, aging, transportation, and rural development, 
among various others.

Interstate or Regional 
Compacts (including 
those with cross- 
border entities)

States face issues that are not confined to geographical boundaries or jurisdictional 
lines. Interstate compacts are a mechanism that can be used to address sector 
interdependencies and coordinate protection of CI/KR. Compacts are organized in a 
number of ways:

• Sector-based compacts focus on specific CI/KR resources that are shared or 
are interdependent across State boundaries (e.g., the Western Interstate Energy 
Compact);

• Preparedness-focused compacts, such as the Interstate Mutual-Aid Compact, 
establish a means for participating jurisdictions to provide voluntary assistance to 
other States in response to an event that overwhelms the resources of individual 
State and local governments; and

• Regional compacts provide a means for participating jurisdictions to coordinate 
activities within a specific geographical area that spans multiple States. These 
agreements, such as the Canadian River Compact, define the specific equities of 
each State within the particular region.

For more information on interstate compacts, contact the National Center for 
Interstate Compacts: www.csg.org/programs/ncic/default.aspx.
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Coordination Mechanism Description

State to Federal Associations Organizations such as the National Governors Association, National Conference of 
State Legislatures, and Council of State Governments represent the interests of 
States in the Federal policymaking process. State-level professional associations, 
such as the Association of State Drinking Water Administrators and the Association 
of State Water Pollution Control Administrators, also provide sector-specific coor-
dination mechanisms. Additionally, these groups support State leaders by keeping 
their members informed of key Federal decisions that impact State government.

State Liaison Offices Some States have formed specific liaison offices in Washington, DC, to maintain 
awareness of Federal developments and ensure that their individual State perspec-
tive is represented in the Federal policymaking process. These offices report back 
regularly to their State’s leadership and legislature regarding Federal issues of 
interest.

Federal to Federal Memoranda of 
Understanding or 
Agreement

Agreements between two or more Federal departments and agencies to cooperate 
on a specific topic or initiative.

Private Sector to 
Government (all 
levels)

Public-Private 
Partnerships

Contractual agreement between a public agency (i.e., Federal, State, or local) and 
a private sector entity. Through this agreement, the skills and assets of each sector 
(public and private) are shared in delivering a service or facility for the use of the 
general public.

Advisory Councils, 
Boards, and 
Commissions

In addition to the SCCs and ISACs, a variety of private sector organizations exist 
that focus on homeland security and CI/KR protection activities on a sector and 
geographical basis. These groups are made up of members of the public and subject 
matter experts, and provide advice and recommendations to governments at all 
levels.

Associations Myriad private sector associations exist that advocate on behalf of their members 
in the policymaking process at the Federal, State, and local levels. These groups 
are comprised of individuals or companies with common interests. Because of their 
ability to communicate with their members, private associations provide an effec-
tive means for government to provide information to the public and also learn the 
concerns of specific groups of security partners.
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